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Overview

Ho tror cac phwong phap giam tré qua mang.
Hb tro ddng bd hda trang thai qua mang.

Ho tro nén dir liéu trang thai qua mang.

Hb tro hen gid qua mang.

Hé tro RPCs.

Hé tro 3 ché do choi: Shared, Hosted, Server.
Hiéu nang vuot tréi so voi Mirror va MLAPL.
Tich hgp tw nhién vao Unity.

Va con nhiéu tinh nang khac



Fast-Paced Multiplayer

C6 thé tém tét trong 3 cau sau:

e Dy doan may minh
e NOi suy may khac
e Bu tré may chu

Photon Fusion hd trg gidm tré dwa trén Tick. Vay Tick la gi?



Tick giup ta nh& dwoc vi tri cha gaéi tin ma khéng can
t&i thoi gian cu thé. VD: Client 1 glri goi tin #2 t&i

. Client 2. Client 2 tw phai biét cach chia 1s thanh nhiéu
Tle tick, sau d6 ghi dé théng tin clia gai tin & vi tri tick sb 2.

e Dé quan ly tét cac goi tin glri téi may chi, Photon Fusion dung Tick lam don vi.
e Tick la tAn sb glvi cac gai tin. VD: Tick = 60 => ¢6 60 goi tin dwoc glri t&i may chi trong 1s.
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Runner

e Dé cho Developer can thiép vao Tick, Photon Fusion cung cap dbi twong co tén Runner.
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Runner

H6 tro kiém tra ché do:

e IsServer: May chu.
e |sClient: May khach.
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Runner

Hb tro’ kiém tra qua trinh:

e IsResimulation: La qua trinh cap nhat lai trang thai.
e IsForward: La qua trinh thwc thi hién tai.
Forward
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Photon Fusion cé Iwu y rang trong mét sb trwong
hop Forward sé c6 thém 1-2 tick. VD: Khi load
scene, moi th&r s& ngirng update dé tang téc do
Runner load scene, nhwng Tick van sé tién vé phia trudec.

Hb tro kiém tra Tick:

e IsFirstTick: Tick dau cta qua trinh.
e IsLastTick: Tick cudi ciia qua trinh.
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Simulation

Simulation = Resimulation + Forward. Simulation hé trg’ kiém tra thadm quyén:

e HasStateAuthority: Cé quyén can thiép vao trang thai ctia dbi twong.
e HaslnputAuthority: Cé quyén can thiép vao dau vao cua déi twong.
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Render

Server

Client 1

La toan bd nhirng gi khéng nam trong Simulation.
Hb tro két xuat ra hinh anh, hoat anh va VFX.
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Cach ap dung cac phuong phap giam tré

e Prediction code trong Resimulation.
e Interpolation code trong Render.
e Lag Compensation code trong Forward.
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Prediction

e Prediction thuwong lién quan t&i cac dbi twong co InputAuthority.
e Khi co InputAuthority thi ta c6 thé di chuyén dbi twong ludn ma khdng can ché xac nhan cua
may chu.

if (GetInput (out NetworkInputData data))
{

_cc.Move (5 * data.direction * Runner.DeltaTime) ;




Interpolation

e Interpolation dung kiéu di¥ liéu Interpolator dé Iwu gia tri can noi suy.

[Networked] public float Rotation { get; set; }
public Interpolator<float> Interpolator;

public override void Spawned() ({

Interpolator = GetInterpolator<float>(nameof (Rotation)) ;

public override void Render () {

transform.rotation = Quaternion.Euler (0, 0, Interpolator.Value);




Lag Compensation

e Lag Compensation chira trong Runner va hé tro Raycast theo LayerMask

public override void FixedUpdateNetwork ()
{
var origin = transform.position;
var direction = transform.forward;
var length = 10f;
var playerRef = Object.InputAuthority;
var hits = new List<LagCompensatedHit>() ;

var layerMask = -1;

Runner.LagCompensation.RaycastAll (origin, direction, length, playerRef, hits, layerMask)




State Transfer

e La cach ma Photon Fusion dong goi cac trang thai thanh tap tin.

e Cob2ché do:
o Delta-Compressed (DC): Nén toan bd trang thai roi gli di.
o Eventual Consistency (EC): Nén mét phan trang thai roi gii di.

e EC duwoc st dung két hop véi Interest Management dé quan ly NETWORK OBJECT
nhirng dbi twong ma nguwdi choi quan tam, nhivng dbi twong
nay cé 3 ché dé:

o Area Of Interest: Tao ra 1 vung khéng gian hinh vudng theo chiéu

Area Of Interest

ngang, khi ngui choi di vao thi méi str dung EC. — % AesOf ety
All Players: Ap dung EC v&i tat cd ngudi choi. Ll

Explicit Players

o Explicit Players: Chi ap dung EC v&i nguw¢i choi dwoe chi dinh.



TickTimer

Photon Fusion hé tro’ hen gi®»
bang dbi twong TickTimer.

Theo vi du bén, khi dwoc tap
ra, Ball sé lwu lai thoi gian ton
tai cia no la 5s.

Trong véng cap nhat CQa
Photon, néu thoi gian ton tai la
hét han, Ball sé& bi x6a bé.

public class Ball : NetworkBehaviour

{
[Networked] private TickTimer life { get; set; }

public override void Spawned () ({

life = TickTimer.CreateFromSeconds (Runner, 5.0f) ;

public override void FixedUpdateNetwork () {
if (life.Expired (Runner))
Runner .Despawn (Object) ;
else
transform.position += 5 * transform.forward *

Runner.DeltaTime;

}



RPCs

e RPCs = Remote Procedure Calls.
e La phwong phap dé chia sé sw kién trd choi mét
cach chinh xac.

e Lydo lavicach truyen trang thai co thé co sai so REMOTE PROCEDURE CALL
hodc mét di liéu, nén trong mét sb trwong hcrp can =
dir liéu chuan xac va khéng lién tuc, RPCs sé phat N—
huy tac dung. b 5 f o5 =

e VD: Khi ngum choi thye hién moét twong tac phire
tap hiém gap v&i mot doi tucyng khéng co
InputAuthonty, chang han st dung mét khoéa cu the
tor kho d6 ciia ho dé mé mét canh ctra bi khoa, néu
m& sai thi clra bj khda vinh vién.



RPCs

Khai bao mot ham véi tién td 18 RPC_ v&i viéc chi rd rang RPCs sé dc goi tr dau (Source) t&i
dau (Target).

Ngoai ra, cudi ham cé thé chira Rpcinfo, cung cap mét sb thdng tin nhw: Tick, Source,
Channel, IslnvokelLocal.

public class Player : NetworkBehaviour ({
[Networked] public string playerName { get; set; }

[Rpc (RpcSources. InputAuthority, RpcTargets.StateAuthority)]

public void RPC Configure(string name, RpcInfo info = default) {
playerName = name;

}




Hack

e VAan dé gian lan sé& 1am cho Game cla ban kém hap dan do méat sw cdng bang.

e Photon Fusion ciing khéng thé tranh khai viéc bi hack, sau day la mét sé trwdng

hop cé thé bi hacker khai thac:
o Hack dwa vao logic
o Hack dwa vao authority

o Hack dwa vao RPCs



Hack dua vao logic

VD1: Téc d6 click chuét ctia moi ngudi roi vao khoang 20ms. Nhwng néu mét hacker dung phan mém

click chuét lién tuc dé gtvi input 1&n server thi sao?

VD2: Tién trong Game sé tang gidm tuy thudc cach chung ta mua/ban hang hoéa. Nhwng néu Hacker

mua/ban lién tuc thi sao?
Déi v&i VD1, ta c6 thé dung TickTimer dé hen gi® cho click, khi click hét han thi méi dwoc click tiép.

Dbi v&i VD2, ta c6 thé gi¢i han sbé lwot giao dich clia 1 ngudi trong 1 khodng thdi gian, hoac trong mot

phién giao dich.



Hack dua vao authority

VD1: Hacker vao nha ctia mét ngu®i ma khéng can chia khoa.
VD2: Hacker lay dwoc sung ctia nguwdi dung khac mac du ho van dang cam.

Déi v&i ca 2 VD trén, ta déu can kiém tra thdm quyén trwdc bang 1énh HasStateAuthority va

HaslInputAuthority.



Hack dua vao RPCs

VD1: Gia st ta c6 RPC d& m& khoa vat phdm, hacker dung RPC dé d& mé khda ma khéng can thuc

thi hét nhiém vu.

VD2: Gia st ta c6 RPC dé giét modt ngwdi dwa vao tén clia ho, hacker cé thé truyén tén ngudi khac

vao dé giét bat ky ai.

Déi véi ca 2 VD trén, nén check diéu kién trong RPC mét cach chat ché va hét stre cha y khi RPC cé

thé lam moét thao tac anh hudng hé thdng.



